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Abstract
Governments and healthcare providers are moving to electronic health
records (EHRs) to lower the cost of healthcare, improve patient care,
and reduce medical errors. A critical issue in the transition to EHRs
is the privacy, confidentiality, and security of the information stored.
This issue has made some patients and healthcare providers reluctant
to accept electronic records. To begin to address this issue and spur
the adoption of EHRs, we examine the views of the general public regarding personal health information and the implications of electronic
health records. Based on public opinion and the practicalities of storing and controlling personal information, we conclude that individuals
must have control of their personal health information, but that a nongovernmental third-party organization not involved with healthcare is
the entity best-suited to encourage patient trust and ultimately allow
for the widespread public acceptance of electronic medical records. We
suggest a transaction management model that would enable such an
entity to implement individualized control of personal information.
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Introduction

The proper management of personal health information is important
to the healthcare system. Patients share this information with their
physician in the expectation it will be used to improve their health and
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comfort. The physician adds information regarding his or her diagnosis
and treatment of the patient. Information is also generated by laboratories, pharmacies, hospitals, and other healthcare stakeholders. In
totality, this information comprises the patient’s health record, which
may be segmented in physically separate locations under the custodianship of several different healthcare providers.
For the most part, this process happens on paper: approximately 80%
of Canadian doctors, clinics, and hospitals use paper records [11], and
90% of health-related transactions in the United States are completed
on paper [28]. This largely paper-based administration accounts for
16.7% of all healthcare expenditures in Canada, and for 31% in the US
(roughly $300 billion USD) [39]. Many stakeholders in the healthcare
system see electronic health records as a way to improve the quality
of care while decreasing costs. The government and key healthcare
stakeholders in both countries are pushing for a change from paper to
electronic health records (EHRs). Canada Health Infoway [6] has been
commissioned to design a national electronic health record infrastructure and work with Health Canada and provincial health departments
to begin the deployment of this infrastructure. In the US, the President used the State of the Union address to announce a plan that
ensures most Americans have electronic health records within the next
decade [37].
As we make this transition from paper to electronic records, it is
critical that we address the privacy, confidentiality, security, and trust

issues that will arise. Doctors, patients, and other healthcare stakeholders agree that the benefits of electronic health records cannot come
at the cost of confidentiality of personal health information. However,
computer scientists and other technical people do not always see the perspective of those who will be the most affected by a move to electronic
records. Thus, on behalf of the Canadian Medical Association (CMA),
we undertook a comprehensive literature review to assess public opinion (and the opinions of other healthcare stakeholders) regarding any
health information-related issue. This paper shares some of the public
opinion data that we found, and presents some of the conclusions that
we reached based on this information.
We begin by examining why and how trust is important to healthcare and addressing public and physician perspectives on trust, personal health information, and the implications of moving to electronic
health records. We then discuss methods to increase trust in the proper
handling of personal information. Based on these results, we discuss
the practicalities of storing and controlling personal health information, proposing that a third-party with nothing to gain from having
access to personal health information provide a data warehouse service.
We conclude by proposing one tool to help meet the stringent privacy
and data protection requirements inherent to electronic health records:
a token-based distributed transaction model.

2

Definitions

When discussing topics related to privacy, different organizations will
use slightly different definitions of the terms (e.g., [1, 2, 9, 17, 33]). In
general, definitions include informed consent and the right to make
decisions about how one’s own information is used. For a definition
of privacy within the context of healthcare, we turn to the Canadian
Medical Association: “...a patient’s right to determine with whom he
or she will share information and to know of and exercise control over
use, disclosure and access concerning any information collected about
him or her; it entails the right of consent” [7].
Although However, it is important to be aware of the terminology
differences when examining the results of studies conducted by these
different organizations. In particular, the general public does not have

a precise definition of any of these terms. As we see it, the notion
of privacy when discussed by the general public often encompasses far
more than the academic definition of privacy. Many survey results will
reflect the public’s opinion of a combination of privacy, confidentiality,
and security. Therefore, we will use the term ’privacy’ in the same
general way, unless specified otherwise. While less precise, this practice
is consistent with the data available.

3

The Importance of Privacy and Trust to
Healthcare

Individuals consider their personally identifiable health information to
be private - they have a right to decide who gets to see it, and once
they reveal it to that party, they expect it to remain confidential. Most
rank it as being the most sensitive personal information, along with
financial information [15, 18, 19, 36]. If patients are not able to trust
that their personal health information will be adequately protected by
the health record system that stores it, they may not fully participate
in their healthcare. They may not completely reveal information that
is sensitive, even though it is important to their care [16].
In Canada, surveys show that 11-13% of Canadians have held back information from a health provider because they were afraid of who would
see it and for what it would be used [3, 8]. A 1999 survey of American citizens found that 15% of individuals were taking action to keep
their personal medical information private by not seeking treatment,
’doctor-hopping’, paying out of pocket, giving inaccurate or incomplete
information, or asking their doctor to keep information out of their
record [32]. A 2005 survey of Americans found that 65% were very or
somewhat concerned that “people will not disclose sensitive but necessary information to doctors and other health care providers because of
worries that it will go into computerized records” [22]1 .
There are some privacy concerns even about paper records; it seems
that some individuals do not want their health information recorded in
1 The question did not ask if the respondent would personally refrain from disclosing personal information; rather, it asked if the respondent was concerned about
other people not disclosing their own information.

any format. Although it is difficult to directly compare public opinion
on this issue, the numbers suggest that more individuals have concerns
when the format is electronic. If these concerns are not resolved before
the widespread introduction of electronic health records, people will not
trust EHRs enough to reveal sensitive information, or to allow their
doctor to record this sensitive information. This will be detrimental
to the quality of care the patient receives and to the ability of other
stakeholders to do their jobs.
It is in the best interests of everyone involved (the patient, clinicians,
researchers...) to have accurate and complete information. Patients
have a high level of trust for their family physician, which gives them
the comfort necessary to reveal personal and sensitive information [27].
However, if both the patient and the doctor have misgivings about
electronic health records, all of the patient’s information might not be
stored in the record. A 2001 poll of doctors conducted by the Association of American Physicians and Surgeons (AAPS) found that 87%
of doctors had a patient who had asked them to withhold information
from their medical record. The same poll found that 78% of doctors
had withheld information due to a patient’s “privacy concerns” [5].

4

Trust within the Healthcare System

Physicians receive high trust ratings (above 90%) from the general public when it comes to “doing the right thing” for a patient
and/or a patient’s healthcare, and when it comes to telling the truth
[15, 20, 21, 29, 30]. In a 2000 Canadian poll, nurses, pharmacists, and
doctors were trusted by over 90% of respondents when compared to
other professions such as judges and civil servants (Fig. 1) [30]. When
asked about personal health information in particular, 75-80% of Canadians polled felt that the information they gave their physician was
kept confidential. Over 17% felt that this information was not kept
confidential [3, 8].
There are differing levels of trust for different stakeholders in health
care. While 96% of Americans trusted their doctor to “do the right
thing” for them and their healthcare, only 54% feel the same about
their managed care company (Fig. 2) [21]. Focus groups in the UK felt
that their physician should have unrestricted access, that specialists

Figure 1: Trust Canadians expressed for selected professions [30]

and surgeons should have limited access based on the context, and
that office receptionists should not have access at all [12]. A Gallup
poll conducted in 2000 found that Americans had strong opposition
to non-medical groups seeing their medical records [15] (see Fig. 3),
with the government being the group least likely to be granted access.
This mistrust extended to agencies controlled by the government; a
Canadian provincial survey found that only 33% agreed with that all
health information should be controlled by a central agency responsible
to the government [36].
It appears that patients make determinations on who they trust with
their information based on the potential trustee’s role and the context
of the situation. Their trust for healthcare professionals with whom
they have firsthand contact is high. Those who are professionals but do
not have contact with the patient - specialists, researchers, and the like
- are trusted less, and administrators are trusted least of all (perhaps
because there are fewer professional codes of conduct for healthcare
administrators).

Figure 2: Trust Americans expressed for various health-related professions [21]

When considering electronic health records in particular, more than
half of American citizens polled in 1999 felt that a move from paper to
electronic records would make it “more difficult to keep personal medical information private and confidential” [32]. An Albertan study found
that 82% of Albertans felt it was appropriate to place patient information in an electronic record (with the condition that they could control
who has access to the record). When asked to pick their number one
concern about electronic health records, the majority were concerned
with inappropriate access to their information (Fig. 4) [18]. Nationwide, 66% of Canadians agree electronic health records should be implemented to “improve the integration of services and monitor the use
of many health care resources, even if this means that the records will
be accessible by other health care providers” [31].
A 2005 Harris telephone poll of Americans [22] found that 71% had
not heard that the White House was actively calling for a nationwide
program for electronic health records. After being informed about the
project and the definition of an EHR, respondents were asked to gauge
their level of concern regarding about some of the potential negative impacts of EHRs. Approximately 70% were concerned about data leaks,

Figure 3: Americans opposed to allowing group to see medical records
without permission [15]

medical information being shared without their knowledge, poor security, and increased medical errors. The full results are in Table 1. The
poll is not clear on whether they were concerned that this would happen, or whether they would be concerned if it did happen. It also did
not distinguish between asking if the respondent would personally behave in a certain way or if they were afraid that other people would
behave a certain way.
The same survey [22] found Americans were split on whether the
potential benefits of electronic health records outweighed the risks 48% said that the “expected benefits outweigh the risks to privacy”,
and 47% said that the “privacy risks outweigh the expected benefits.”
An unrelated Harris poll of online Americans [23] found that 76% of
those polled believe that electronic medical records will improve their
medical care, 73% believe it would reduce health care costs, and 63%
believe it will reduce the frequency of medical errors. After acknowledging these benefits, 67% said they believe that electronic health records
would make it more difficult to ensure patient privacy [23]. Some of
these numbers, most notably the 63% who believe EHRs will reduce
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Table 1: Concerns individuals have about electronic health records [22].
the frequency of errors, directly contradict the other Harris report we
discuss above [22]. Harris has offered no explanation for this difference.
One difference is the questions asked: the first poll prefaced each potential concern with this statement: “Here are some things that some
people have said might happen under such a patient Electronic Medical Record system. How concerned are you that...?” The second poll
prefaced the question with this statement: “How strongly do you agree
or disagree with each of the following statements?”. Despite these differences, in both polls the percentage who were concerned about the
difficulties involved in protecting patient privacy are near 70%.
Some proposals for EHR systems include the use of unique identifiers
that are assigned to each patient and associated with their entire medical record. A Princeton Research Associates poll conducted in 2000
found that when told about the potential benefits as well as the risks in

adopting a system of unique identifiers, 39% of Americans favor health
identifiers while 52% are opposed. The survey also asked how concerned
respondents were about various potential risks of unique health identifiers (Fig. 5). According to the researchers, “The survey results confirm
that medical privacy concerns currently play an important role in limiting public support for unique health identifiers” [32].
There are certainly concerns about the protection of personal health
information stored in electronic health records. Many are concerned
about authorized users abusing their access rights to access information
that they should not. Another common concern is attackers from outside attempting to gain access. An EHR system needs to assure users
that it can adequately protect their information. It also seems that
the average individual is not well-informed about the basics of EHRs.
The public may require extensive education regarding the benefits (and

Figure 4: First place rankings for concerns about Electronic Health
Records [18]
Figure 5: Percentage of Americans concerned about potential risks of
health identifiers [32]
risks) of EHRs prior to their widespread adoption.

5

Physicians and Health Records

There is little statistical data available on physician opinion regarding confidentiality. However, we present results from the COMPETE2
study, which conducted one-on-one interviews with physicians:
“There was considerable concern over the burden of asking
their patients for consent to use their personal health information for research purposes. Physicians question whether
they or their patients could adequately articulate the issues
involved in this kind of research to obtain a valid consent.”
“There is a large onus on the physician both to understand
the risks and benefits of the research and to convey those ad2 Computerization of Medical Practices for the Enhancement of Therapeutic Effectiveness. The project “...assessed concerns over the use of information from electronic medical records for research and preferences for consent of patients whose
doctors were enrolled in a southern Ontario project to improve prescribing through
the use of electronic medical records...” [38]

equately to the patient - a task which physicians themselves,
in phase 1, felt they could not adequately do under current
circumstances.”
“Many stated they wanted to be ‘on the side’ of the patient on
privacy issues. However, there was disagreement on ownership
and control of use of anonymized patient records, with some
having no difficulty with disclosure of anonymous information
and others opposed.” [38]

An AAPS poll [5] found that “nearly 87% [of responding physicians]
reported that a patient had asked that information be kept out of the
record, and nearly 78% said that they had indeed withheld information
from a patient’s record due to privacy concerns. While only 19% admit
to lying to protect a patient’s privacy, 74% state that they have withheld
information for that reason.”

6

Encouraging Trust

Given the importance of trust to the healthcare system, it is important
that patients, physicians, and other healthcare stakeholders trust the
electronic health record system that is adopted.
Many theoretical models have been built to predict or understand
consumer trust in the setting of electronic commerce (see, for example, [4, 13, 24–26, 35]). There are also more general methods suggested
to develop trust, such as those espoused by Doney et. al. [14]. Doney
believes, in brief, that individuals can build trust based on endorsement
from a trusted third party, favourable analysis of a potential trusee’s
motives, confidence in the trustee’s ability to keep their promises, recollection of past behavior, or attempting to guess the cost-benefit analysis a trustee is using. From this, we could surmise that an electronic
health record system must receive the support of physicians and other
trusted healthcare stakeholders, and that these records must be physically stored by an entity that has manageable motives, has the resources
required to design and maintaing a secure data storage system, has performed well in the past, and has a strong reputation.
However, there are not enough large-scale surveys to prove this true
for health care records. There is little literature presenting actual public
opinion on what it takes for them to trust an entity in the electronic
realm.
An Australian study [34] asked respondents to name ways an organization could build trust with its customers. The largest block of
respondents (60%) said their trust was correlated with how much actual
control they had over how their personal infromation was used. Other
respondes included visible and understandable privacy policies, good
past experience, good reputation, and staff showing respect for privacy.
A province-wide study in Saskatchewan [36] found that over 90% of
patients ‘felt strongly’ that personal health information should only be
disclosed with their consent. The same study, as well as an unrelated
study in Alberta, [18] found that when asked, over 70% of people favour
a law specifically aimed at protecting health information, and some
provinces have passed or are creating laws designed to protection the
confidentiality of health information. It is this ‘consent’, or ‘control’,
that can be difficult to practically achieve using paper records. A clear
benefit of electronic health records is the potential to have access to

and use of the health record under the direct control of the patient, if
they request it.

7

Storing Electronic Health Records –
Ideals vs. Practicality

We began by discussing public opinions of privacy, and most agree that
the owner – if not always the custodian – of health information is the
patient. However, security and privacy are not necessarily issues for
which we should ask for a show of hands. The average individual does
not have the technical knowledge to make informed decisions about how
best to protect electronic health records. While each individual could
store their own records (on a smart card, for example), this reduces the
availability of the information. In an emergency, we can not rely on
individuals to produce their own health records, especially in cases of
acute care for life-threatening injuries. There must also be some backup
location to maintain the information in case the card is lost or stolen, so
the patient will actually have control of only one copy of their records,
while another copy is controlled by others. Giving a patient a smart
card with their personal health information may provide the feeling of
control, but this control would be an illusion - the master copy of their
information would be elsewhere and controlled by others.
The custodianship of personal health information has always been
a task most patients have been comfortable leaving in the hands of
a trusted professional, most often their family doctor. Doctors have
generally been comfortable in this role, which they take very seriously.
However, with the advent of electronic records, it is impractical to ask
each general practitioner to develope, maintain and protect an electronic health record system. They will not have the resources to hire a
full-time administrator, nor will they have the time or expertise to deal
with the system in-house. Developing the security protections necessary to maintain patient confidentiality and guard against and monitor
external breaches is a daunting task. Deploying these measures, or hiring and paying staff to deploy these measures, is not efficient use of a
primary care provider’s time.
Allowing patients to store their own information is one way to ensure

that they have control. Another way is to allow the physician to store
the records, act as custodian, and take guidance regarding the handling of the records from the patient. However, these solutions are not
ideal in the real world. Thus, we consider a solution where the records
are stored by a trusted third-party, but access to these records is controlled completely by the patient. This third party will be contractually
or legally bound to grant an entity access to an individual’s personal
information only when permitted by the individual. With such a system, the patient can control their personal health information without
worrying about logistical details like security, encryption, or immediate
access to the information in emergencies. The third party provides a
service; it is essentially a storage medium. The patient dictates when
and to whom information is released.
The remaining question concerns the nature of this third-party. Many
organizations have enumerated requirements for electronic health record
systems. They must be available in times of emergency; those who store
records must be accountable; the security of records, both internally
and externally, must be assured; patients must have access to their own
records; the data must be accurate; the integrity of the data must be
assured; and finally any user preferences must be easily understood by
those required to set them. To this list we would add:
1. Individuality. The system should be capable of representing a patient’s personal privacy preferences, and adhering to them. Privacy
and confidentiality are areas where personal differences of opinion
abound.
2. Dynamic. Patient privacy preferences are not static; they are everchanging, always adapting to context, experiences, media coverage,
and any number of other factors. Many patients have different
levels of trust for different areas of the healthcare system [21]. A
system needs to be capable of representing these preferences with
sufficient detail.
What type of organization is capable of meeting these requirements?
One suggestion is a government agency. Governments around the world
are already significantly invested in healthcare; it may seem natural
for them to take on the role of storing information as well. Many
government agencies already use and store personal health information

- deidentified or otherwise. However, the Gallup poll [15] referenced
earlier in Figure 3 shows that 92% of Americans are uncomfortable
granting governments access to their personal information. We will rely
on the laws of the land to hold the entity storing personal information
accountable; allowing the lawmakers to be this entity may represent a
conflict of interest. More worrisome is the possibility that governments
could begin to combine health information with the already significant
amount of personal information they store. These concerns and others
leave stakeholders concerned about storing personal health information
with government agencies.
Another possibility is insurance companies or managed care companies. These businesses stand to benefit financially from a switch to
electronic records - they currently pay a significant portion of the administration costs electronic records are designed to reduce. However,
these companies are often the least trusted of all healthcare stakeholders [21]. Patients see them as having a vested interest in their own
profits, putting a higher priority on the bottom line than on individual
privacy. It is difficult to inspire trust in the secure and private storage
of health records when the data storage entity is known to have a vested
interest in the contents of these records.
This leaves us with third-party, non-governmental entities that are
not part of the healthcare system. In this case, we are trading the
pre-existing trust many individuals have for healthcare organizations
for the trust that comes from knowing an entity has nothing to gain
by misusing the records [14]. This third-party must have the experience and capability to securely and privately store personal information.
Data warehousing is not a new idea; many organizations have experience using or providing such a service. These organizations must be
compelled to protect the confidentiality of these records, and must be
able to commit significant resources toward achieving this goal.
Recently, there have been a number of news stories in North America regarding the mishandling of individual information. If we consult
public opinion on third-party organizations, surveys show that some individuals do not trust entities that store or collect personal information.
They believe these entities lack the expertise or appropriate policies to
protect information from unauthorized access, they fear that the policies set may be violated, and they feel that privacy is not considered

important. However, these surveys also show that this trust could be established by openness about information handling procedures, by laws
with proper enforcement, by a proven track record or a recommendation, and by third-party audits of information handling practices. If
these steps are implemented, and if in addition this third-party only
stands to gain if the information is protected, and only stands to lose
otherwise, then the necessary trust can be established.
The health information system is by its nature distributed - health
information is gathered at many locations, and can be accessed from
many locations. Proposing that a single entity responsible for information storage does not prohibit a distributed architecture. The database
transaction manager we discuss below can help transfer informations
securely and privately over a distributed database.
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Token-passing Peer-to-peer Interaction
Coordination

We suggest that the third-party entity implement their security using
an architecture proposed in a PhD thesis by Theodore Chiasson [10].
The protocol, called token-passing peer-to-peer interaction coordination (TPIC), allows distributed users and data warehouses to transfer information to/from those who need/store it without requiring any
knowledge of global state, database architecture, or even implementation details. Traditional distributed database architectures require
that each entity involved in a transaction have knowledge of the global
state. However, if all of the participants in a transaction are not trusted
equally, patients may not wish to entrust their private health information to a system where every participant has global knowledge. At the
same time, the database needs to guarantee the ACID properties. Regarding atomicity, we need a method to ensure that the elements of
a transaction either all abort or all commit without using any global
knowledge.
Chiasson’s solution treats each participant in the transaction as a single peer in a peer-to-peer network. Each peer has its own self-contained
database management system (DBMS) used to store information particular to that peer. A set of long-term contracts between peers governs

the transaction and how it proceeds. It also provides the information
each peer needs to access or modify information contained in the database of another peer (where there is a contract between those two peers).
The participant that begins a transaction is termed the originating peer.
This peer generates a token that contains encrypted information needed
for the transaction, a path from peer to peer, a list of transactions to
execute at each peer (termed microtransactions), and the appropriate
logs. This token follows the path, stopping at each peer to allow the
local processing layer to load temporary tables, execute microtransactions, make appropriate modifications to its permanent tables, and copy
the results back to the token. When the token returns to the originating
peer for the final time, all data is returned to permanent tables and the
transaction is marked as complete.
The DBMS at each peer is not aware that it is part of a larger transaction; it treats the microstransactions like it would any other transaction. Thus, local recovery is handled completely by the local DBMS.
However, should a microtransaction abort at some point along the token path, all of the peers encountered thus far will have modified their
databases according to the token plan. Such a failed token is returned
to the originating peer. The log of the failed token is used to generate
a new token, containing compensating microtransactions that will nullify the modifications made based on the microtransactions included on
the original token. Recovery for lost tokens and other failure cases is
handled in a similar manner.
The information transported on the token - and other potentially sensitive information, such as microtransactions, is encrypted using keys
stored in the contracts. There need only be one copy of sensitive information, and it can be used by many peers without ever being permanently stored in their database. Each party that has access to private
information is contractually bound to use the information in the way
agreed upon by the owner of the information in the contract.
We are developing a prototypical implementation of TPIC as proofof-concept.

9

Conclusion

As healthcare leaders begin or continue the transition from paper to
electronic records, we conclude that attaining and maintaining the
trust of patients and the other stakeholders is crucial to their success.
We have presented public opinion information from patients and other
healthcare stakeholders that shows that medical privacy is important.
Patients have varying degrees of trust for other stakeholders, although
this trust can be increased using appropriate methods.
Based on our discussion of the practicalities involved with various
organizations storing / controlling personal health information, we conclude that a non-governmental third-party with no current stake in the
healthcare system is the best practical choice for a data warehousing
provider. Although there may be some initial concern about entrusting
sensitive information to ’outsiders’, we conclude it is necessary to overcome the privacy and security roadblock and achieve the trust needed
for EHRs to be widely adopted. The government and various healthcare stakeholders will set the policies that govern the management of
this information, and the patient will have ultimate control over their
personal information, but a third-party should be the service provider
that enforces the access policies that are set. We also propose that
this provider use a model similar to TPIC to help ensure confidentiality
when working with this sensitive information.
Electronic health records hold enormous potential for improving
treatment while decreasing cost. However, the implications of readily
accessible sensitive information stored electronically must be examined
– and dealt with – before we move to a large-scale deployment. We
have used public opinion to motivate our recommendation that we look
to an ’outside’ third party to ensure the privacy and confidentiality of
personal health information.
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