4. DIAGRAMS



Performintrusion
Detection

Plan 0: Before any Infrusion Detection Mechanismis inplemented - 1
fFIDS notselected, perform- 2

Onany existing or new hardware, performstep - 3

After Operating systemand applications are installed - 4

Monitor continuously for intrusion - 5
In case ofa detected intrusion - 6
Continuously Improve Palicy and IDS capability - 7

1.Develop
Security
Policy

2.Selectan
Intrusion Detection 3.Hardenand 4. Prepa_re for . 6.Respond o
Svste Secure Network Infrusion 5.DetectInfrusion ntrusi 7.lmprove
ystem andservers Detection. nrusion
Plan2:1-2-3-4-5-EXIT
22.Understand 2.3.Fully 24 Evaluate 25.SelectIDS
2.1.|dentify difierenttypes of understand Various Intrusion software and
conpany needs Intrusion Detection conmpany network Detection designasystem
systems and usage Sofware
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1.Develop

Security Policy
13
141 12 .
Establish Policy Deploy Policy N:ﬁ;;ﬁi:gy
121 122
Train Users and DocumentUser 123
Stakeholders. Acceplancect Qpserve Users.
Policy
111 112
Analyze Assefs, Consult 113
Risks and Managementand Develop Policy
Vunerabiltes. Stakeholders. 1231 1232
Does Policy Does Policy 1233
. . RestrictUser Obtain Feedback.
improve Security? Productvity?
1134 ‘ ‘ 1132 ‘ ‘ 1133
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3.Hardenand

Secure Network
andservers
32 33 34 35 36
31 ) .
Refer to computer Gather information kjem!fy Securly Prepare System Deploy System
Determine System deploymentpolicy regarding users, requirements for
Classification for he type application, data efc. this class of
machine
361 362 363
Train Users on Documentuser Deliver machine to
Usage and Policy acceptance of user
security policy
351 352 353 354 355 356 357 358 359
Install minimal Install latest Remove all default Enable only Removel Install anfi-virus
> ) : N ! Enable backup Enable System Install DS
required operating security patches security privileges required user unused logging based on sofware selected for the
system privileges applications and system machine
services classification

3571 3572 3573
Encryptand Rotatelogfies. fipossible log
secure logfiles fles to separate
and dedicated

host
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4.Prepare for

Intrusion Detection
41 42 Nbintain4r2 uired 44 Cheifand 46 47
Establish Polcy Buidan archive of hardwarg and Create Baseline enforce backup Meintain contact Ensure DS
and Procedure OS installation sofware fools procedures information. systens are
media and : proper|y
pafches configured.
441 442 443 444
Determine Create Baseline of Create baseline of B ackub B aseline
User Profile SystemFiles network traffic
[
4412
4411 . 4413 4414
Monitor Software an'f;gzg and Monitor Logs Monitor network
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5
Detect Intrusion
53 54
51 52 . : 55
Observe for physical Monitor Network l\/bmtp_r Host Invesigate User Continuously
. ; activities for Feedback on .
signs of Infrusion. Traffic for anomaly. . Improve Security
anomaly. incidents.
551
Observe new 552
- Improve firewall and
532 533 534 vglne';ablllcij]:s, ids rules
531 ' 3 incidents and fixes
Monitor Log Files Moniior C'.D.U ?”d Inspept F||9§ and InspectBackups
menory utlization Directories
5311 5312 5313 5314 5341 5342 5343

Check logs are Check Logfles are Observeforinterestng || Rotateand Backuplog Ensure backups are Ensure backups are Secure backup
PO o
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6.Respond o

Intrusion
66
6.1 62 6.3 64 65 Harden network 67
Identfy the incident Noffy CERTteam Containment Eradicate Restore system securly Follow Up
651 653
Restore system 652 Nofify users of
fomasafe, Harden System restored system
unconpromised
backup
633
6.3.1 632 Examinelogs on
Isolate the Backup compromised system firewall,

AArnramicAd cvintamn

ovietArae

raidAre AnA AlhAr
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7.Inprove

741 72
Actoneach Investigate and
unauthorized, or _documenteach
suspicious activity issue provided by
users
711 712
Investigate each Docurrent each
anomaly reported by anomaly generated by
DS IDS svstem

73
Continuously
update IDS
systemtoreduce

false positives

74
Keep updated on
latestsecurity issues

75

Continuously
Inprove Policy
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