The Mystery of the
Reappearing Cookie

CSCI 3172
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Mystery of Cookie Sharing

Good cookies go where they are
intended to

Bad cookies go... everywhere

How do programmers control where
cookies go?

Cookie Attributes

Required

— Name

— Value

Also:

— Domain

— Path

— Expiry

— Security required (boolean)




Details of one Cookie

Example: Session Tracking Servlet

Welcome, Newcomer

Information on Your Session:

Info Type Value

D 67BCABABO1BASATBFED7EBFDSFDD2DD
Creation Time Tue Oct. 09 08:48:56 ADT 2007

‘Time of Last Access Tue Oct 09 08:48:56 ADT 2007

Number of Previous AccessesO

Maxnactvelnterval 1800 seconds

[vies 4

Bttp://torch. ca.dal ca/-jamie/serviet/Shousession

Version:

o Quaseanabstnet

= Qsimplebiscom
= Qunitn

Qurcncsica

Qurchesdsica
Name: sessionD.
Host. torch .l

s stond o sese

Close-up of cookie details

ene6 Cookies

Search

The following cookies are stored on your computer.

Site Cookie Name

# @ sageanalystnet
# @ simplebits.com
® @ thei3p.org

@torch.cs.dal.ca

@ torch.cs.dal.ca JSESSIONID

Name: JSESSIONID.

Content: 67BC4BABO1BA3A7BIFED7BBFDSFDD2DD

Host: torch.cs.dal.ca

Path: /~jamie
Send For: Any type of connection
Expires: at end of session

( Remove Cookie ) ( Remove All Cookies

=
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Details of another cookie

Cookies

Search:

The following cookies are stored on your computer:

Site Cookie Name
= @dal.ca
Qdal.ca __utmz
Qdal.ca __utmc
Qdal.ca __utma

® @ dalonline.dal.ca

Name: __utmc
Content: 169843252
Domain: .dal.ca
Path: /
Send For: Any type of connection
Expires: at end of session

Remove Cookie

(* Remove All Cookies
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Close-up of cookie details

806 Cookies ="

Search:

The following cookies are stored on your computer:

‘Site ' Cookie Name
Qsageanalyst,net
Qsimplebits.com
cheBp.org
= @torch.cs.dal.ca
L @ torch.cs.dal.ca JSESSIONID

Name: JSESSIONID
Content: 67BC4BAB01BA3A7BIF6D7BBFDSFDD2DD
Host: torch.cs.dal.ca
Path: /~jamie
Send For: Any type of connection
Expires: at end of session

( Remove Cookie ) ( Remove All Cookies )

Details of another cookie

‘06 Cookies =1

Search:

The following cookies are stored on your computer:

Site ' Cookie Name
= @dal.ca

Q@ dal.ca __utmz

Qdal.ca __utmc

Q@ dal.ca __utma
Qdalonline.dal.ca

Name: __utmc
Content: 169843252
Domain: .dal.ca
Path: /
Send For: Any type of connection
Expires: at end of session

( Remove Cookie ) ( Remove All Cookies )
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Why does only one of these
cookies show up in env.cgi?

What restricts where
cookies go?
Where in the WWW
is env.cgi?
In other words: What
restrictions apply to it?
Which cookie
appears in
env.cgi?

Final (Review) Question

What difference will it make if env.cgi
is at these URLs

a) http://www.cs.dal.ca/~jamie/env.cgi
b) http://torch.cs.dal.ca/~jamie/env.cgi ’

c) http://users.cs.dal.ca/~jamie/env.cgi




