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Abstract— Spatial hypertext was developed from studies of  The article is organized as follows: first we present detailed
how humans deal with information overflow particularly in background of the diverse areas that we are drawing upon
situations where data needed to be interpreted quickly. Intrusion sapjlity  engineering, human-computer interaction, spatial
detection requires security managers of large rjetworks_ to rapidly hvoertext. user ada téd interaction and user modeling), before
respond (often in real-time) to masses of information. Users yp : ’ p ¢ e 9),
of such systems need to recognize large developing patterns inWe discuss a framework for IDS using a combination of user
masses of data, they prefer to work individually (although they modeling and spatial hypertext. We conclude with a summary

must function in collaborative groups), and they rely on their that outlines the unique suitability of our approach to a serious
intuitions more than deductive logic. Such users have particular and pressing problem.

personality characteristics and job needs which can be well served

by interfaces which use a spatial hypertext model. Also, like Il. BACKGROUND

most users, they prefer to be in charge of the process that '

they use the computer as a tool to assist with. The architecture ~ The motivation for our research is to improve security by

proposed in this article is based on spatial hypertext and machine developing better interfaces for system administrators to work
learning. That interface design allows for a great deal of interface with IDS. Intrusion detection systems are tools that monitor

flexibility and user control. The article discusses in detail how r K traffi i ltiole | s f | | | Kets t
spatial hypertext, and the proposed architecture in particular, can "€tWork traffic (at multiple levels, from low-level packets to

well fulfill the needs of intrusion detection system users through higher level application-layer messages) to (a) reject traffic
personalized information filtering. that is clearly dangerous, (b) alert system administrators to

other potential attacks, and (c) to help system administrators
to determine the dynamic state of their network and recognize

The perceived need for information security is demonstratedtterns in traffic and performance [6]. These are difficult tasks
by laws in Europe and the USA [1], [2]. However manyin real life. The huge number of events in network traffics
companies and other institutions do not follow good securitjpakes a high accuracy intrusion detection mechanism less
practices [3]. Part of the reason for this distressing situati@ffective. The result is the high number of detection reports.
is the poor quality of tools that are available to securitynfortunately, there will be many false detections in these
administrators [4]. Whitten and Tygar [5] showed that evereports. IDS users filter out the false detections and deal with
for highly educated users, security systems with inapproprigtee real intrusions. It is time consuming to go through the
user interfaces could undermine an enterprise’s entire secudstection reports, yet IDS is more effective if the response
apparatus. Although we are focusing on improving securityme is minimized. The effectiveness of IDS is difficult to
through better interfaces, the work we report here is part ofbe improved by detection technologies alone. Developing a
larger project to improve security through the development aer interface (Ul) for IDS that helps the user to recognize
both user interfaces (Ulgnd underlying functional technol- the emerging intrusion patterns in network traffics should help
ogy. improving the system effectiveness.

The objective of this work is to develop user interfaces that When developing Uls it is essential to characterize and
help bridge the gap between monitoring software and usensderstand the users, the tasks the software should help them
by developing interfaces that adapt to their users rather th@naccomplish, and the context in which the software will be
systems that require the user to adapt their working stylesed [7]. With such complex and demanding cognitive tasks
This article proposes an adaptive Ul for an intrusion detectiave also must consider the process, outcome, and users’ satis-
system (IDS) based on an uncommon interface model, namédgtion as major components of any measure of success [8].
spatial hypertext, that we feel is well suited to the specialized
tasks of intrusion detection. Although response to a securfly Tasks and Users
alert is a necessary part of the context in which any securityl) Intrusion Detection Systemitrusion detection systems
monitoring system operates, we do not consider it in detail are usually used as security management tools for computer
this article. network administrators who monitor individual systems and

I. INTRODUCTION



networks to detect inappropriate access [3]. The detection is
best done in real-time to keep networks working at maximum [EN{lcE=} Node A \\\\\\\\\\\\\% \
= @

efficiency. However some administrators choose to review

traffic logs to detect potential attacks post facto [4]. Of course Node B,
there are times when networks are under attack and the source
of the attack must be determined before it can be stopped. Node B,
Administrators sometimes examine individual network data
units (e.g., packets and messages) for signs of intrusion but Node Bs
more often they look for unusual patterns in the traffic, and rely
on automated tools to prevent simple uncoordinated attacks. _ ) ) )
Therefore an important subtask for security administrators is Fig. 1. Graphical representation of a spatial hypertext workspace
to be able to characterize the usual state of the network and to
identify unusual situations, and recognize potential problems
when they are still developing. more abstract entities [11]. Relationships that might otherwise
2) Characteristics of an IDS UseiSurvey results published be unexpressed or explicitly represented by links in hypertext
by Gates and Whalen [9] support the impression we formé@de instead represented by visual cues such as shape, colour,
from in-depth interviews with several computer security eXproximity, and alignment in SH. Some relationships that are
perts in industrial, military, and academic computing. Gatdgo subtle to be clearly and succinctly represented by links may
and Whalen found that ten times as many computer netwdlgo be depicted visually. In the spatial-object model employed
security specialists have personality types correspondingifioSH, nodes are ‘objects’ which act as information place-
the Myers-Briggs Type Indicator (INJT) than in the generdlolders, and spatial cues imply the relationships among the
population. They further reported that the preferences stafjects. Figure 1 is an example of a SH workspace.
by their survey population)\ = 76) was in contrast to those In the case of the Visual Knowledge Builder (VKB), the
of other types of security experts and computer specialistsObjects are visual elements which can contain text, (still
Although one must be careful not to infer meaning withoi@nd animated) images, and other médiahe relationships
sufficient basis, the tentative conclusions they reached magfRongst the objects can be represented by spatial cues such as:
our own, specifically that “INJTs are perfectionists who valuéolour, shape, proximity, alignment, containment, and overlap.
personal competence and their own original ideas; they af@r example, relationships between nodes can be inferred
tend to not invite others to assist with their projects, and m&y similarity (in shape, colour, border styling and colour),
not see practical weaknesses in their plans.... This resdid physical arrangement (proximity, overlap, and larger-scale
implies that security professionals are more focused on ‘the Ifigtterns such as shared vertical alignment). Containment is a
picture,” and that we have few practitioners who are focuséglationship indicator that has no direct analogy with notes-
on ‘the here and now. [9]" stuck-on-a-wall but it does correspond to nested coloured
Indeed one of the common characteristics found in intrusixes arranged on the tabletop which can contain groups of
detection is that security specialists look for attacks patteri@rds, and other boxes.
that are not represented by single network transmissions (mesSH allows users to manipulate the appearances of the
sages at the top-most layer, or packets at lower levels) [10pRiects and leave the relation representations implicit and
[4]. ambiguous. This important property of the SH system gives the
Security managers generally prefer to work alone evéiger the freedom to express and develop new insights from the
when they are members of a collaborative team in which afjaterials [13], [14]. There is no limitation on where the users
member can substitute for another [9], [3]. Due to the nature @fe allowed to place the objects in the workspace. The users
the work, security managers often work in semi-secrecy with@xpress the the relationships among objects by changing visual
their organizations and can be alerted to network attacks(g@lour, shape, and size) and spatial (proximity and alignment)
any time of the day or night. The need for their work is mogtues. In short, one can say that SH is a spatial-object model
often acknowledged when they fail to completely protect thefyhere the object holds the content of a document and the

systems from an attack. relationships among objects are expressed by changing the
_ appearance and location of the objects [13].
B. Spatial Hypertext SH is an excellent medium for information intensive work

The concepts of spatial hypertext (SH) evolved from hypeand knowledge structuring tasks [15]. Many management tasks
text in the process of looking for alternative representatio§sich as network management and IDS tasks are information
for navigational and semantic links [11], [12]. Over the lagich and complex. We believe SH will be suitable for IDS
decade, SH has emerged as a vigorous area of research t@gk management because the users will be able to directly

phasizing how people collect, organize, annotate, and interpret o ,
t may be most helpful to readers unfamiliar with spatial hypertext to

mformatlon: Unlike the most Common type of hyperteXt aﬁﬁagine VKB objects as familiar physical entities: note c%clis of different
often experienced on the World Wide Web (WWW), the nOdl?:%Iours and shapes that are arranged on a tabletop, or Posntites of

in SH are not connected by explicit links. In SH, nodes ak@rious colours and shapes on a wall.



manipulate all the objects in IDS and to have freedom fmarsers are designed to help relieve the burden of classification
arrange the tasks and objects to suit their needs. and organization from the user without removing their control

1) How Is It Used? — Flexibility in ProcessSpatial over the process of information management. More specifi-
hypertext allows flexible data presentation. SH supports direzlly, machine learning components of SH systems can use
manipulation of the objects and relationships presented irirderred relationships between objects (based on characteris-
workspace. The data represented objects can be altered, tiggland relationships between groups of objects) to present
the presentation (colour, position, etc.) of objects themsehigformation in an appropriate format that identifies important
can be altered by the user. By interacting with the objects in thetential relationships to the user. One could say that SH
workspace, users actively create meaning for themselves. @aracterizes the position of an object in a potentially high-
enabling users to manipulate the appearances of the objelitsensional cognitive space.
and leave relational representations implicit and ambiguous, ) )
SH systems allows users to freely express and develop ngw USer Adapted Interaction and Use Modeling
insights from the materials represented by objects [13], [14]. User Adapted Interaction (UAI) is the study of how com-

SH systems provide their users with what could be diiter systems can be tailored in terms of function and interface
overwhelming number of options for arranging the displalp individual users. A user interface is said to be adaptable if
of objects to represent meaningful relations. How then do Sts content or format can be manually tailored by the user [16].
users avoid being overwhelmed when they have so many méw@aptive User Interfaces, or Adaptive Ul, focuses on the
choices to make than authors of relatively straightforward weétitomated tailoring of an adaptable Ul based on a user model.
pages written in XHTML? There are three main answers to A user model describes a user’s behavioral characteris-
that question: tics [17], [18]. User Modeling (UM), is the process of acquir-

« SH is mainly used much as physical notes being arrang'é‘&’ sgch |nformat|on either through overt methods such as a

on a surface during a brainstorming session, that is, tfdestionnaire or covert methods such as recording frequen_tly
purpose is not to present some preconceived structureU§ed commands. The simplest and oldest form of UM is

information to a second party but rather for the author (6f,=cording explicit user preferences. This method is commonly

authors) to identify or develop the information. The am@vailable and provides accurate information; however users

biguity in the information structure allows new insighté_end to avoid customizing software [19], [20] because of the

and relationships emerge as the users work through fiype it requires to manual_ly set and update_ the par_ameters.
materials [11]. Humans' exceptional spatial intelligenck0r€ modern techniques incorporate machine learning sub-
helps users to recognize relationships instantly from tystems that infer implicit user characteristics by constructing
ambiguity in the information [13]. a model_from _covert da_ta_ [21]. .

« Some SH systems (notably VKB) include tools (known as Adaptive Ul is a promising user-centered approach designed

spatial parsers) that identify apparently related structuri® tailor a system’s interfaf:e behgviour to the idiosynpra;ies
and suggest automatic changes to users (“It looks gkthe user and the changing environment of the application.

though you are constructing a vertical list. Would yOLIj?esearch into Adaptive Ul brings together concepts from

like me to align those objects for you?”), and idemif})—iuman-Computer Interaction (HCI) and UM to improve the
potential meaning in arrangements of objects [L1]. usability and performance of software systems. Controllability
. If SH gains wide acceptance within an organization, |§ one of the major usability issues f_orAdaptive Ul technology.
seems extremely likely that standard schemata and ge e researchers advocate maximum user control over all
will appear much as they have for the WWW. aspects of system adaptation, others suggest that maximum
. ' control is not always be the best approach as it can lead
th 2) B;]eyogd Th]? Author—l?eader I|3|chc()jt_o rtny]: thebV\:WW o distraction and inefficiency [22]. There has been much
eLe a? een bo_r somg |r|;ne a cdear Istinc |onf ehwez_n §cussion among researchers about controllability trade-offs.
gﬁ é)r 0 atwe S'Ite ?PT ttd'ehreta er (orthus%r)to that ‘Site wever, as Jameson [23] argues, there is a deficiency of
ob'ec(t)sezannobgrgﬁeorﬁ d :m dlihg O:ge;[atign é;;ﬁfrezggi tematically gathered evidence about what users themselves
| ' P P hk about adaptation and controllability.

etc.) of objects themselves can be altered by the reader. ¥3eng and Silver [24] propose a theory of user interaction

allowing users .to manipulate th? appearances of the.Ob]eEf)t(?Jectation that as long as the state of system interaction is
and leave relational representations implicit and ambiguo

ithin the current region of user expectation, the user will
SH system allows users freedom to express and develops ew

- X ) satisfied with adaptation. If the system’s interaction falls
insights from the materials represented by objects [13], [14 P y

ithouah h licati it T utside of this region of expectation then user satisfaction will
Although SH may have many applications, one of its fir egrade. A more conservative user will have a smaller region

uses W‘;’lls forf _|nfformat_|on tsrﬁge — succe_ssful(ljy r_nFa]naglr_lgr( expectation and therefore less tolerance to adaptation. A
an overtlow of information. SH systems equipped with spatigj, .o 5ccepting user will have a larger region and greater
2 . . o __tolerance to adaption. To prevent dissatisfaction the user must
Astute readers will realize that this distinction has been dramatical . trol f adaptati hat limit ch
changed by the prominence of Wikis but, for the sake of clarity, we as _gNen 90” rol over aspects ot adaptation that limit changes
readers to disregard Wikis for the time being. In Interaction state.



I1l. HUMAN FACTORS OFIDS time span than the software’s monitoring window. Purely

One of the most important human factors in security fUman-based systems cannot cope with the deluge of data
that humans often select options that are the least cognitivejher- All of the IDS professionals we interviewed described
demanding and provide maximal expected benefit [25]. RRttern recognition as a key feature of their job. A major part
line with the definition of usability introduced in Section 11,0f DS is recognizing deviation from normal patterns. But
we consider user and task characteristics that are specificfmal patterns shift over time. A simple example: software
related to IDS. In the following section we discuss how SH:an classify overall network traffic patterns as normal for a

based IDS could be suitable in light of these consideration¥/ekday, but they cannot easily recognize when a weekday is
a holiday. Aside from the obvious user-based reasons, humans

A. User Characteristic are needed in IDS because patterns change over time, and the

1) Memory: Current pattern-recognition technologies cafatterns are not obvious to software.
only mimic a small fraction of what humans are capable 2) Pattern Recognition and Representatid®sS is, in part,
of with our visual systems. Humans have exceptional visuapout a complex synthesis of raw data into knowledge in
intelligence that can recognize objects and patterns mdhg mind of the user. As more knowledge is created, it
easily than recalling them, without such prompting, frorRecomes easier to classify incoming data because that data
memory [26]. In the proposed framework, we can take thill be identified with data that was already converted into
advantage of this human strength by reducing requirements k&owledge, i.e classified. However the synthesis of knowledge
users to remember unnecessary details. Patterns can be refile-also require that existing knowledge be reconsidered
sented or manipulated in objects or large semantic chunksand reorganized. Intrusion Detection systems manifest that
2) Visibility: IDS must present several types of informaknowledge outside of the users mind.
tion about the current and past state of the network beingTo be useful, an IDS must support users by accurately
monitored. Such information-rich displays have great potentianifesting their knowledge, and making reorganization of
to overwhelm users with data to be interpreted [27]. A god#at manifestation straightforward.
user interface design must have a proper visualization of theThe following analogy may help to illustrate the concept.
network or system status for humans to pick up visual cuB&ta about incoming network traffic are like notices on a
of representations of the situations quickly while avoidingublic bulletin board for announcements. When there are few
inundating them with details. announcements, then there is no discernable pattern. After
3) Confidence and Locus of ControThe target IDS users Some time however, some notices are removed (because they
are experts in what they do. They will need to feel in control gi'e for events that have already occurred) and new notices are
the system at all times. The controls and responses of the |Pi8ced in the unused spaces on the board. But some notices
system has to be clearly understood by the users. Any uncl@g@ so important that they remain fixed for long periods, and
actions performed by the system may lead to the system be@{§ only moved when the entire board is rearranged. In terms
considered untrustworthy (and therefore unsuitable) beca@einderstanding, those notices that are rarely moved represent
the users do not feel in control of those actions. major concepts that serve to delineate the structure of the
4) Individual Differences and Task Typ&vhat might oth- knowledge. Because the patterns of data are neither obvious
erwise be small differences between users are magnified"@f uniquely classifiable, the users’ representation must be
situations with open-ended (i.e., not straightforward) task&uch more flexible than the bulletin board analogy.
stress, or both. Recognizing and responding to unauthoriz
network use in real-time is both open-ended and potentiall
stressful. Therefore tools which can suit many working styl

. THEORY: AN IDS FRAMEWORK BASED ONSH & UAI
Applicability of SH and UAI for IDS

are necessary. Current IDS have unacceptably high false alarm rates [28],
o [10]. Many suspicious events are logged as it is better to
B. Task Characteristics error on the side of caution. Consequently, the systems tend to

Intrusion Detection is part of a dynamic human adversarialerwhelm users with data. To be effective, network security
system: Some humans attempt to gain unathorized accessnimagers must be able to interpret and incorporate data from
networks, while other humans try to detect and prevent suttte IDS interface to form knowledge of the current and long-
access. The techniques used by both groups changes over tene state of the network. An interface that allows a user to
in response to the actions of the other. The dynamic propertapsickly interpret suspicious network events,the contextof
of IDS are one of the main reasons why purely computationlakge set of such events, will facilitate the appraisal of the
approaches are unlikely to be wholly successful. true threat level and build a long-term view of the state of the

1) Dynamics: The process of IDS is dynamic in at leastetwork.
two ways: new data constantly arriving, and emerging patternsWe believe SH is a suitable interface model for an IDS
arise over time. Those patterns cannot be recognized solelyllecause SH systems have been developed for similar applica-
software because of their complexity and rate of arrival. Intrtions. We discus the particular advantages of SH for such a
sion detection systems that depend only on software pattéask below, but first we introduce our vision of how SH could
matching are liable to slow attacks, which occur over a longbe used as an interface for IDS.



B. Proposed Framework displayed events (as provided by the network monitoring
system) and their spatial cues as manually established by the
user. In this way the user model will reflect the working habits

R and cognitive map of a particular user. Initially for a new user
a user model will not be known.
- Detected Event The initial spatial cues for events could be based on a
Spatial Hypertext « o . . ..
° Interface standard user model or the user’s interaction with training set
User Action ] =), e Dteton Module of simulated network traffic events. The UM Agent must also
— be capable of saving and restoring a user model for a particular
lachine Learning Detection
user on demand.
. . . . . . -
‘ User Modeling ‘ Recommendation Human interaction with a system will change over time.
Agent Aaen For example, a novice user will become an experienced user

J etk after a few weeks. This is generally known in UM and ML
as “concept drift.” The UM Agent must take into account of
the temporal nature of the user’'s experience. A time window
Fig. 2. The overall system structure can be used for capturing data for constructing a user model

from the most recent data. We suggest that either an Inductive

Decision Tree orkNN machine learning technique would

We see an adaptive SH interface being used in combinatigfhduce a good user model that maps event features to partial

with a Machine Learning (ML) based networking monitoringyes. AkXNN approach would work particularly well as each
system [29] that is part of a network firewall. The MLnew event can be added incrementally to the user model.
component will partition traffic events into three groups: safe, ps there will be an overwhelming amount of data at times,
dangerous, or suspicious. The SH interface must keep the ugr SH interface must present information in a relatively
aware of the current state of the network and assist the Ugghsistent manner but in concert with changes in the users
in distinguishing which of the suspicious traffic events posggorking style and environmental factors [16]. This is where

a true threat and which should be allowed to pass through g theory of user expectation and adaptation comes into play.

firewall. The user must be able to manipulate the degree to which the

The architecture of a potential system is displayed M Agent can dynamically manipulate the spatial cues. If the

Figure 2. On the left is the SH interface and supporting agenigteraction state of the IDS varies outside the users region of

on the right is the automated ML-based network monitoringteraction expectation, the system will not be consider usable.

system. The SH has three components (shown in the diagrfifiere are methods of controlling spatial cuing within the
as discs labeled as “agents”). spatial parsing literature on advanced SH systems. Appropriate

1) SH Interface: Any realistic ML-based monitoring sys- control over adaptation based on a user model will require
tem will always incorrectly identify some of the dangerougyrther research.

and suspicious events incorrectly. This is due to the changing3) The Recommendation Agenffhe Recommendation

nature of network traffic and the types of attacks that caxgent will generate suggestions to help the user arrange the

occur. The goal of the SH Interface is lessen the impact gbatial cues of event objects and clusters of objects. It will
this deficiency by providing: (a) a Ul that can tolerate falsglso ensure that specific events catch the user’s attention so
detections, and (b) a Ul that enables users to see the ‘ligre are no unattended warnings or alarms.

picture’ of network activity. In the SH workspace of our IDS, the detected network

The SH interface will be used to visualize the dynamic stai&ents will be presented in a layout according to the user
of network traffic. Objects (network events) will be clustereghodel. As the user moves the objects and adjusts other spatial
by spatial cues. Safe, dangerous and suspicious events pasged, it may be difficult or inefficient to group or align objects
from the monitoring system will be displayed as per the th@anually. The Recommendation Agent can detect such actions
directions of the User Modeling Agent. For example, thand ask the user if he or she wants the objects to be grouped

User Model may direct the display of Trojan-like events tor aligned automatically.

a particular area of the screen for the current user. In many cases, the objects displayed in the SH workspace

Because of the characteristics of our users and their taskayve special meaning, but the user may not sense them. If

the interface will need to be interactive: Users must be able dopotential threat has been detected, but not dealt within a

change any of the presentation features of the display to helgecified period, then the agent could prompt the user to

interrogate the data, to see patterns, and to focus on particalnalyze the situation and take appropriate action. Low priority
aspects. We expect that some form of multi-focus fisheye @mcommendations can be prompted to the user at less central
focus-in-context display will be appropriate [30]. screen locations; for example in the tool bar areas of many

2) The User Modeling AgenfThe task of the UM Agent is GUI applications. We expect that this positioning would avoid
to develop and manage user models. A user model is developedecessary obstruction on the part of the agent. Assistance
from training data that comes in the form of event of currentlgn the arrangement of the objects would be an example of



low priority recommendation. Higher priority recommendatser’'s own preferences. Furthermore, there are no limitations
tions, due to something like one minute passing without usen how the user can manipulate the objects in the workspace.
response to an alarm, could trigger a more apparent signal ir6H workspaces can present the global context and preserve

an attempt to attract the user’s attention. the local details at the same time. Providing the global context
means that the administrator can have a better sense of the
V. INITIAL ASSESSMENT overall system status visually, and at the same time, the

A basic tenant of user-centered design is that at every Stﬁninistrator can drill into the details of each group or object
of development there should be evaluation with respect to u§&eWing on the workspace. A more traditional approach might
needs if not actual testing with users [31]. At this early stagdS0 have an overall system status displayed graphically, but it
we evaluate the ability of our proposed design to support an)}pobably would not provide flexibility and extra functionality.
the specified users (administrators). 3) Inter-personal CommunicationOne of the most impor-
First we consider how SH, and its particular application tnt characters of SH is the “Constructive Ambiguity” that
IDS, can be expected to suit users-in-general before we disclgg@ves much room for users to form different interpretations of

particular advantages for the specific user group we identifitf Same interface. We expect that each user will manipulate
earlier. the interface in their own way to suit their own conceptual

models, which will also lead to a more customized and usable
A. General Characteristics user interface.

Because it can be used to represent many types of relatiﬁn'ﬁ‘sow:rgscrﬁz%d Igssgﬁfrg(\)/grys-ﬁft, gll;)tsvrgﬁ: ifeioior)su'i
ships between many different objects, SH can be a power qn op y groups.

u
medium for expression. Furthermore because the mode

s%ecific advantage of SH for this population is that by being
interaction with SH is direct manipulation [32] of objects anﬁ le to represent ambiguous and implicit relationships, SH
relations, there are several advantages:

as been found to aid inter-personal communication without
impeding understanding or flexibility [11].

o the displa)_/ and methoq§ of _operation are flexible, 4) Seeing “The Big Picture”: A major advantage of SH

« the operations are familiar since most human are usedd@sr many other interface styles is its ability to represent
manipulating objects in space [33] ambiguous and implicit relationships. This fact alone results

« information is shown in context, in efficient communication on a group of collaborators and

» users the power of recognition rather than recall whickyoyys the users to form new interpretation, which makes SH
reduces the cognitive load needed to operate the Syjiaple for information-intensive work environment [15]. The
tem [26], ambiguity in the information structure allows new insights and

« users maintain a sense of control, and _ relationships emerge as the users work through the materi-
« the Ul harnesses humans’ powerful visual-spatial cog;q [11].

nitive ability particularly in recognizing high-level pat-
terns [13], [34]. VI. CONCLUSION
Intrusion detection systems must handle rapid (often real-
time) masses of information so as to report the abnormal use
Our target users are at domain experts (in computer netw@knetworks and computer systems. IDS users have particular
system administration). personality characteristics and job needs. In particular, they
1) Reduction of False Alarms, Increase in IDS Trusin must recognize developing patterns in large quantities of
IDS receives and must display a large amount of informatiafata, they prefer to work individually (although they must
on detected events. False alarms triggered by suspicious evémtstion in collaborative groups) and remain in control of the
can reduce a users trust of the system. SH can overcome #yistem, and they rely on their intuitions more than deductive
problem by representing the differences between eventsl@gic. Most significantly, an automated monitoring system that
differences in spatial cues for each object in a spatial hypertexicurately detects intrusions will error on the side of false
workspace. In addition to identifying high probability alarmsalarms. Therefore a user interface for an IDS must mitigate
the system will help the user identify suspicious events hiie impact of false alarms by leaving the final decision on
using SH objects. The user will be able to detect the sub#easpicious events up to the user.
differences and relations among the objects and thereby betteThe IDS architecture proposed in this article is based on
demarcate the true threats from false alarms. In summaryspatial hypertext, adaptive user interfaces and user model-
SH interface will utilize the users visual recognition ability tang. Spatial hypertext was developed to handle information
find the subtle differences among event objects. overflow particularly in situations where the data must be
2) Flexibility and Control: Such users will need to haveinterpreted quickly. SH has proven to be effective for dynamic
controls of all the functions and controls when they need theinformation analysis tasks and intrusion detection is an infor-
In a SH workspace, the flexibility and high level of contromation intensive and deeply analytic process that cannot be
are offered at the same time. The user have the freedomutwdertaken without the assistance of a computer. Adaptive
organize and manipulate the objects in the workspace to fit thé improves the usability and performance of the IDS by

B. Specific Characteristics



automatically marking up inbound events with relevant spatigb] C. C. Marshall, F. G. Halasz, R. A. Rogers, and J. William C. Janssen,
cues. A user model is developed by using machine learning

technology to map the features of the detected event to

most likely spatial cues desired by the IDS user. The beauty
of this approach is that the user model is idiosyncratic to tH
current user, will adapt over time and its impact on adaptation

can be controlled so as maintain user expectations.

(15]

The SH and Adaptive Ul design allows for a nice mix of
interface flexibility and user control. The article discussed whyg;
spatial hypertext, and the proposed architecture in particular,
can well fulfill the needs of intrusion detection system users.
Using the criteria we established in Section Il regarding the
usability of a system, and applying knowledge of the specifit7]
user population, studies of the use of spatial hypertext (Sh[—|12a
and intrusion detection systems (IDS) we conclude that SH aé

many of the necessary characteristics of an ideal user interfgusg

(UI) for network security administration. Our evaluation was
based on studies of work habits and personality profiles @5]
such users as well as an analysis of general tasks.

The proposed IDS is at an early stage of developmeft!!
however, we feel that a system based on a combination 4

SH

and UM has promise. The architecture seems likely to

provide more than acceptable levels of efficiency, efficady?!
satisfaction, learn-ability and memorability. Our next steps afgy;
to further investigate the system’s requirements through joint
analysis and prototyping sessions with IDS users. After th%]
system requirements are refined, a full IDS will be designe[é,

implemented and tested.
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