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SECTION 1. ADMINISTRATIVE INFORMATION

	Project Title: A comparative evaluation of two authentication techniques
Date: July 12, 2011
Class Section: 4163/6904  Team X
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SECTION 2.
PROJECT DESCRIPTION
	2.1  PURPOSE AND BACKGROUND  

	2.1.1 Purpose
The purpose of the study is to conduct a comparative evaluation of the usability of two authentication techniques: X and Y.
In a paragraph, describe X
In a paragraph, describe Y
2.1.2 Literature Review

Many different user authentication techniques have been proposed over the years (for an overview, see [1]. Researchers at Carleton have developed a the Multiple Versatile Passwords (MVP) framework in support researchers in evaluating the different authentication schemes [2]. MVP allows for the study of authentication schemes in an ecologically valid way, in that the user is not in a laboratory environment and the authentication is not made the primary goal of the user. Rather, the user is instructed to log into a blog or other open source system in order to complete a primary task; the authentication that is necessary to complete the task remains secondary. MVP is instrumented to record a variety of data representing user choices and behaviour, including all the user’s keyboard and mouse entries, timestamps, and details of their computing environment. Data is stored in a mySQL database hosted at Carleton University. MVP also provides an interface to allow training on novel authentication techniques as well as a host of tools to assist in running the study (e.g., a notification system to prompt users, a log query system to monitor task completion and troubleshoot).
Add any related work about specific authentication techniques you will be investigating.



	2.2  STUDY DESIGN –

	2.2.1  Hypothesis

Add 3 specific hypotheses that you will evaluate during this study
2.2.2 Type of Study

This is a between subjects/within subjects design in order to evaluate the comparative usability of the two authentication techniques. The two conditions are the X authentication technique and the Y authentication technique.
***note: Choose 1 of between/within. If you are modifying parameters of a single technique, modify the text to reflect what the two conditions are.

2.2.3 Study Details

Location, Equipment and Study Instruments
The initial study session will be located in a quiet area in the Computer Science building or at a mutually agreeable location; subsequent interactions with the study instruments will occur on-line, in a location of the participants’ choosing. Four web sites will be created to provide content for the primary task (logging in to make a comment on a blog/website entry). The web sites will be implemented within the MVP framework, which will log participants’ interactions during the study tasks. A brief demographic questionnaire will be given at the beginning of the study. 
Study Process

Tweak (provide all the steps that the user will take during the study): 

During the initial ½ hour study session:

1. Participants will provide consent

2. Participants will be given a general introduction to the experiment (a study about the usability of websites that require login in which we will study the whole process of logging into and then using the website).

3. Assign them their participant ID for use during the experiment.

4. Provide an introduction to the password training scheme, using the training site. They will practice this so that they understand how it works.

5. Create an account (with password) on the first website

6. Create an account (with password) on the second website

7. Create an account (with password) on the third website

8. Create an account (with password)  on the fourth website

9. Complete the demographic questionnaire (this serves as a distraction task before the log-ins)

10. Log in to the first website and make a comment on some posting. If they forget the password, either prompt them or allow them to reset the password.

11. Log in to the second website and make a comment on some posting. If they forget the password, either prompt them or allow them to reset the password.

12. Log in to the third website and make a comment on some posting. If they forget the password, either prompt them or allow them to reset the password.

13. Log in to the fourth website and make a comment on some posting. If they forget the password, either prompt them or allow them to reset the password.

Within – 2 websites x 2 conditions = 4 websites; Between: 4 websites  
Throughout the study, participants will be sent emails to ask them to complete other primary tasks on the websites (the primary tasks will be done online, from a location of the participants’ choosing). In order to do complete the primary task, the participants will have to log in. If participants forget their password, they can reset it themselves (the reset will be logged to provide information about whether the passwords are memorable).

Tweak: Specify the timeline for the prompts and describe the primary tasks
At the end of the study, an email will be sent to participants with an exit questionnaire (Tweak describe the type of questions – should be along the lines of asking them to provide a rating (and/or ranking) for the usability (along what dimensions?) of each of the authentication schemes that they used.) See Appendix C for the exit questionnaire. Upon receipt of the exit questionnaire, they will be sent an email thanking them for their participation.

Researcher Roles
Tweak if needed to reflect group size/study modifications
1. Study moderator (name) – The study moderator will administer the consent form and the demographic questionnaire. They will briefly describe the study protocol and conduct the training session for the study tasks.
2. Authentication expert (name) – This person will train the participants in the novel authentication technique(s) and will respond to any participant questions about the authentication during both the initial session and the remote portion of the study.

3. Remote moderator (name) – This person will prompt the participants to complete the study tasks throughout the session and will respond to any participant questions during the remote portion.
4. Content generator (name) – This person will develop and maintain the four study websites (in WordPress) so that participants have content with which to engage. Note: there are a total of 4 websites for the whole course, so each group will contribute 1-2 entries per website.
5. Data monitor (name) – This person will enter the questionnaire data, monitor the study through the administrative interface of MVP, and download the data from MVP. 
Study Tasks

During the initial session, the participants will create their user account and set a password for each of the websites using the one of the authentication schemes for each of the sites. They will then complete a practice test in which they must….. 
During the study, each time they are prompted they will be asked to login to the website and complete a task such as …
Think about whether or not you need to consider order effects 
Expected Time to do the study
It is anticipated that the first session will take ~30 minutes and that remote portion will take a total of X minutes (Y x Z minutes)
2.2.4 Participants
A total of X participants will be recruited, (Y for each condition – if between subjects – the more the better for the purposes of doing stats to detect differences, but the short nature of the study will limit  your ability.  Try to recruit a total of 10 participants – your TA can be one of them and fellow class mates can also take part if you are having difficulty finding participants.)
Participants will be recruited via email sent to students at Dalhousie and other acquaintances. Recruitment may also be done through posted notices. There are no eligibility requirements. (see Appendix D for the recruitment script)
2.2.5 Data Details
The data that will be logged via the MVP system will include: X, Y, and Z. We will use X to determine the speed/efficiency/errors – fill in the blank for each bit of data and relate it back to your hypotheses. We will monitor the data collection throughout the study and download the data from MVP at the end of the study.
Basic demographic data will be collected in the initial session (see Appendix B) on paper. Usability ratings of the authentication techniques will be collected in the exit questionnaire (via email) as a measure of user preferences (see Appendix C).
As the passwords that are used during the study will be stored as plain text, participants will be advised not to re-use any existing passwords or to base their passwords on personally identifiable information.




	2.3  INFORMED CONSENT PROCESS –
At the beginning of the session, the participants will be given the consent form to read. If they have any questions, the researcher will review the consent form with them. Once they sign the consent form the session will begin. Participants will be asked to sign two copies of the consent form, one of which they will retain and one of which will be retained by the researchers. See Appendix [A] for a copy of the consent form]




	2.4  References – In this section include all references from Part 2.1 and if use any references throughout the ethics application 


	[1] Biddle, R., Chiasson, S., and van Oorschot, P.C. (to appear). Graphical Passwords: Learning from the First Twelve Years. To appear in ACM Computer Surveys. Authors’ version http://hotsoft.carleton.ca/~sonia/content/Chiasson_TR-11-01.pdf
[2] Chiasson, S., Deschamps, C., Stobert, E., Hlywa, M., Machado, B.F., Chan, G., and Biddle, R. (2010). The MVP Web-based Authentication Framework. Technical Report TR-10-19. Carleton University – School of Computer Science. http://www.scs.carleton.ca/research/tech_reports/index.php?abstract=TR-10-19&Year=2010


	2.5  Attachments – In this section list all your appendices as included in your ethics application


	Appendix A – consent form
Appendix B – demographic questionnaire
Appendix C – exit questionnaire
Appendix D – recruitment script 


	2.6 Check List for Ethics Proposals

	
	

	2.0 Administrative Information

	
	Included the title

	
	Included the team names

	2.1 Purpose and Background

	
	Described what the purpose of the study is

	
	If, using a prototype, use Figures when appropriate

	
	Included a literature review with proper citations and reference list

	2.2 Study Design

	Hypothesis/Research Question

	
	Clearly stated the hypothesis/s or research question/s

	Type of Study/Studies

	
	Stated the type of study/studies to perform

	
	Explained how the type of study/studies would help answer the hypothesis

	Study Details

	
	Outlined where the study will take place

	
	Stated how long the study will take (from point of meeting with you until they leave)

	
	Outlined what equipment will be used

	
	Outlined what study instruments will be used (e.g., questionnaire)

	Study Tasks

	
	Detailed how long the study should take

	
	Described the type of tasks users will do (lab study) or topics for the study to investigate

	
	Stated how long each task will take and/or the study time

	
	Any time referred to questionnaire, etc. have included the Appendix number

	Study Process

	
	Described how informed consent will occur

	
	Described the process that users will go through when doing the study (from the point that they meet with you

	
	Detailed what each researcher will be responsible for during the study

	Participants

	
	Described the type of participants to be recruited and the number

	
	Described any restriction on the participants (if applicable)

	
	Explained how recruitment will occur and attached any recruitment tools (e.g., email script) in the appendix

	Data Details

	
	Described how the data will be gathered and how it will be recorded

	
	Described any research instruments that may be used (e.g., pre or post study questionnaires or interview scripts) 

	
	Attached all research tools (questionnaires, interview scripts/guides) in the appendix (do not forget to reference these in your study description by their Appendix number)

	2.3 Informed Consent (add as an Appendix)

	
	Attached the Informed Consent as an Appendix (and referenced it in your study description)

	
	Included a study title

	
	Included a list of all researchers 

	
	Included the Dalhousie Logo

	
	Included one contact person and their email

	
	Included a short description of the purpose of the study

	
	Included a short description of tasks or what the participant will be asked to do (type of questions for a questionnaire or focus group)

	
	Described the process (e.g., when and how consent is achieved)

	
	Included any risks that may be present

	
	Described confidentiality and anonymity of data

	
	Provided a contact name for any difficulties with the study

	
	Included a quote that participants can withdraw at any point

	
	Included a place for researcher and participant signatures and dates (or agreement “button”)

	
	Added a signature section to use any quotes for reports

	2.4 References

	
	All papers (and other sources) referred to in the Literature Review are included and properly cited.

	2.5 Attachments

	
	Named all Appendices and titles in a list format.

(e.g., Appendix 1 – Informed Consent

         Appendix 2 – Pre-study Questionnaire

          etc.

	Appendices

	
	Attached the Informed Consent, Recruitment Script, Interview Scripts (if applicable), Questionnaires as an Appendix (and referenced it in your study description)

	
	Numbered all Appendices in the order that they are referred to in the study description

	
	Each Appendix is started on a new page

	Recruitment Script (add as an Appendix)

	
	Attached it as an Appendix (and referenced it in your study description)

	
	Included the title of the study

	
	Included a description of the study

	
	Included a description of the tasks that participants will do 

	
	Included one contact name and email address
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