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Abstract

Communication networks, such as networks formed by
phone calls and email communications, can be modeled
as dynamic graphs with vertices representing agents and
edges representing communications. Anomaly detection is
to identify abnormal behaviour occurring in these networks.
This is crucial for anti-terrorism, resource allocation and
network management. The contents of the communications
are often unavailable or protected by regulations or encryp-
tion, which makes linkage information the only type of data
we can rely on in order to identify anomalies. In this pa-
per, we propose a link-based anomaly detection method that
considers deviations from individual patterns by taking into
account the behaviour pattern of the cluster to which the
individual belongs. Clusters can be formed by a standard
clustering procedure or based on a specific attribute de-
pending on the dataset. Experiments show that this method
performs well on both network traffic and email communi-
cation data.

1 Introduction

Communications between a set of agents form a commu-
nication network; such communications can be phone calls,
emails, financial transactions and network traffic. Anoma-
lies in these networks usually mean frauds, congestion or
even terrorism. Most of these network data have the form
as continuous data streams of vast volume, which makes
it very difficult to analyze their contents. Moreover, the
contents of the communications are often either unavail-
able (contents of a phone conversation), or are protected by
privacy regulations or encryption (contents of e-mail mes-
sages). Under such circumstances, linkage information be-
comes the only resource available. Link-based anomaly de-
tection identifies anomalies using linkage information only.
Thus, it is fast and uses less storage. A graph is built to
represent a communication network with vertices represent-
ing agents and edges, communications. Since communica-

tions in these networks take place over time, the edges of
the graphs appear and disappear in time, resulting in a dy-
namic graph, the form of which changes over time. The
graph formed is a manifestation of the underlying social in-
teractions. Consequently, mining the dynamic graph may
potentially identify abnormal behaviour (e.g. mining phone
call graphs for telephone fraud detection [3]).

Most link-based anomaly detection methods focus on the
variations of one feature, most commonly the communica-
tion volume. We believe that it is the interaction of multiple
features that defines anomalies. For example, communica-
tion bursts with a large number of recipients may be normal,
but if the number of recipients is small, it becomes a strong
indication of something happening between a small group
of vertices. In our method, we use multiple features to cap-
ture different aspects of the network. Most link-based meth-
ods consider anomalies as behaviours deviating from pre-
vious behaviour patterns [5]. Their results are plagued by
false alarms because of new normal behaviour patterns de-
veloping. To reduce false alarms, we introduce a clustering
process to cluster vertices with similar behaviour patterns
together and build profiles for the clusters. New patterns
are checked against cluster profiles when deciding whether
they represent anomalies.

Our method is evaluated on both network traffic and
email communication data. Our experimental results show
that it effectively reduces false alarms on both datasets.

2 Our method

Most anomaly detection methods identify anomalies by
building a profile for each vertex based on its historic be-
haviour, and detecting behaviour that deviates from the pro-
files. However, behaviour not seen before does not neces-
sarily mean that an anomaly occurred. Without further dis-
crimination, this approach leads to false alarms. To distin-
guish new normal behaviour patterns from anomalies, we
need take into account the behaviours of other vertices of
the same kind. In our method, we introduce a clustering
process to cluster vertices with similar communication be-



haviours together and build profiles for the clusters. Once a
new communication pattern is discovered, it will be checked
against the cluster profile to see whether it is also abnormal
with respect to other vertices in the same cluster. If not, it
will be regarded as a false alarm.

We call the deviations from individual profiles individ-
ual deviations and deviations from cluster profiles, cluster
deviations. Let S be entire feature space, C be the space
of cluster profile and A be space of individual profile of a
single vertex in this cluster. Under normal circumstances, a
vertex’s behaviour should be close to the typical behaviour
of its cluster (cluster center) and at the same time, some
variation around its own typical behaviour (individual cen-
ter) is allowed. Approaches based on individual deviation
identify anomalies in the area outside of the individual pro-
file, which is {S−A}. The problem is that some individual
deviations may move towards the cluster center, while oth-
ers move away from it. In the first case, the behaviours will
still remain in normal scope; while in the second case, they
will result in even larger cluster deviations. Individual de-
viation approaches treat the first cases (area {C − A}) as
anomalies and, therefore, introduce false alarms. With the
cluster profile built for each cluster, the two cases can be
easily distinguished by their cluster deviations.

The advantages of our approach include: first, it uses
link-based features only; Second, it uses multiple features
that capture different aspects of the network and as a result,
can detect various anomalies.

2.1 Preprocessing

First, the time span of the dynamic graph G is split into
disjoint time intervals (e.g. one hour, one day). Within each
time interval t, a static graph g(t) is built to summarize the
dynamic graph. In other words, all the edges that ever ap-
peared during this time interval are part of the static graph.
For each vertex vi in g(t), link-based features are extracted
and a feature vector Vi(t) is generated. Individual and clus-
ter profiles are built based on these feature vectors in the
training period.

2.2 Individual deviation

The profile of each vertex vi is built based on its feature
vectors in the training period (T, T ′). It consists of individ-
ual center μi defined as the mean vector of its time series of
feature vectors and covariance matrix Σi that captures the
correlations of the features. After the profile is built, indi-
vidual deviation di(vi, t) of vi at time interval t is computed
as the Mahalanobis distance from its current feature vector
Vi(t) to its individual center μi.

2.3 Cluster deviation

The cluster profile is built based on the vertices’ median
feature values in the training period. We use medians be-
cause they are resistant to outliers. The vector of median
feature values for a vertex vi in the training period (T, T ′)
is denoted as Mi. The profile for cluster cj with n vertices
consists of cluster center μcj

defined as the mean vector of
its members’ median vectors, and covariance matrix Σcj

as
well. Cluster deviation dc(vi, t) of vi at time interval t is
defined as the Mahalanobis distance from its current feature
vector Vi(t) to its cluster center μcj

.
After these two deviations are computed, “anomalies”

are identified as vertices whose behaviours have high scores
on both individual and cluster deviations (i.e. exceeding
thresholds α and β respectively).

{vi|di(vi, t) > α and dc(vi, t) > β}, (1)

3 Experiments and results

3.1 DARPA98 dataset

We first applied our method to the 1998 DARPA Intru-
sion Detection Evaluation Data [1]. Its training data con-
sists of seven weeks of network-based attacks in the midst
of normal background data. The dataset consists of files
that record information for each connection session, includ-
ing the time, duration, source IP and port, destination IP
and port as well as the type of each attack. In [4], sev-
eral detection schemes based on dimensional distances are
evaluated on this data. They use three groups of features:
content-based, time-based and connection-based. Connec-
tions with large distance from the rest in the feature space
are identified as attacks.

Because of the nature of our link-based approach, our
method can only detect bursty attacks that involve multi-
ple connections. Single-connection attacks have no dif-
ference with other normal connections from the linkage
point of view. First, we use the list files to build the dy-
namic graph with vertices representing IP+port combina-
tion (e.g. 172.016.112.050:23) and edges representing con-
nection sessions. The time interval we use to build static
graphs is one hour. In this project, we focus on a vertex’s
inlinks to identify who is being attacked. We use three fea-
tures to characterize each vertex’s inlinks: the total number
of connection requests received, the average number of re-
quests received from each IP and the average number of
requests received from each vertex.

A special characteristic of this data is that, because net-
work services are usually provided through specific ports
(e.g. port 80 for HTTP), there is a natural clustering of the
vertices based on the ports that they are associated with.



Vertices associated with the same port but different IPs usu-
ally provide the same kind of service. So we simply put
them into one cluster (e.g. cluster for port 80). Since a
number of samples are needed to estimate the covariance
matrix, we only consider those clusters with at least 10 ver-
tices. Using day one as the training period, we get 736 ver-
tices in 6 clusters associated with different ports. The clus-
ter and individual profiles are built for them with attacking
connections eliminated. In real operational settings where
attacks are unlabeled, robust estimation should be applied to
build the profiles. Table 1 shows the partial list of a total of
66 bursty attacks targeting these 736 vertices in 35 days of
training data. Our method is applied to detect these attacks.

Table 1. List of attacks
day start time target attack
3 11:55:15 172.016.112.050:23 neptune
11 09:37:06 172.016.112.050:79 satan
17 23:15:08 172.016.114.050:23 teardrop
21 10:12:00 172.016.114.050:79 satan

. . .

Fig. 1 and 2 show the series of maximal individual de-
viations and cluster deviations at each time interval on day
3. The only real attack in day 3 targets a vertex with port
23 at timestep 4. As we can see, if we set up a threshold
for the individual deviations (e.g. di > 20), we can de-
tect the real attack but at the same time, we will get many
false alarms. But when we take the cluster deviations into
considerations and use a different threshold for them (i.e.
di > 20 and dc > 30), the only anomaly that satisfies this
criterion is the real attack (note that maxima are achieved
by different vertices at different time intervals). This result
demonstrates the validity of our previous analysis.
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Figure 1. Maximal individual deviations for
day 3

Precision is defined as the percentage of identified
anomalies that are real attacks. Fig. 3 shows the precision of
detection on all 66 attacks for different threshold combina-
tions (i.e. different α and β). When the threshold for cluster
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Figure 2. Maximal cluster deviations for day 3

deviation (β) is zero, it means that we are using individual
deviations only without considering the cluster deviation.
While all these combinations achieve higher than 85% re-
call, the precision tells us that our method performs much
better than the individual deviation approach at eliminating
false alarms.
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Figure 3. Precision from different α and β

3.2 CS email data

The CS email dataset is derived from the log files on the
email server of the Faculty of Computer Science. Overall,
there are 26,425 email addresses involved. We only exam-
ine active CS accounts (defined as accounts that have sent
out at least one message in at least 10 weeks in the first 50
weeks). This results in 649 unique e-mail accounts. The
size of the time interval we use for this data is one week
and the training period is the first 50 weeks. The feature set
is shown in Table 2. A “new” email means that the sender
never sent email to the recipient before.

Vertices are first clustered using model-based cluster-
ing [2]. It assumes that the data are generated by a mixture
of probability distributions in which each distribution forms
a cluster. Since anomalies are not labeled for this data, we



Table 2. Overview of features
Features Description
IN number of people received emails from
OUT number of people send emails to
NO number of new recipients
IR number of received and replied emails
OR number of sending out emails get replied
AR average emails to each recipient
RG times of current recipients appear as

recipients in previous 10 weeks
CC number of emails between recipients
ICC number of emails between people received

emails from
NN number of new emails between recipients

cannot ensure clean data for training purpose and have no
ground truth for evaluation. We made two changes to our
method to adapt to this situation. First, we use robust es-
timation to compute individual profiles. Robust estimation
can estimate the center and covariance matrix for data with
outliers [6]. Second, we develop a novel evaluation met-
ric, Back to Normal (BTN) ratio, based on the assumption
that anomalies do not last longer than one time interval (i.e.
one week here). It is defined as the percentage of detected
anomalies in time interval t that return back to normal in the
next time interval t + 1.

BTN(t) =
|{vi|Vi(t) is anomaly and Vi(t + 1) is normal}|

|{vi|Vi(t) is anomaly}|
(2)

As long as false alarms at t still get caught as anomalies in
next time interval t+1, BTN ratio is equal to precision×λ,
where λ is the percentage of real anomalies lasting less than
one time interval. When the assumption is true (i.e. λ is 1),
the BTN ratio is equal to the precision. If the assumption
is only partially true, the BTN ratios are still comparable
assuming that, for each dataset, λ is fixed. Since we have
no ground truth in this CS data and cannot compute the pre-
cisions, we use the BTN ratios to compare the detection
results. We apply our method to detect anomalies in the
CS email data from week 51 to 55. Fig. 4 shows the BTN
ratios for different α and β combinations. Once again, our
method achieves much better BTN ratios than the individual
deviation approach.

4 Conclusions and future work

A link-based anomaly detection method is proposed in
this paper, which is based on two different aspects: de-
viation from the individual pattern, and deviation from
the cluster pattern. Experiments on both network traffic
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Figure 4. BTN ratios from different α and β

and email communication data demonstrate the potential
of this approach to capture anomaly more accurately than
individual-based approaches while being robust to false
alarms. The two parameters α and β are data-dependent
and thus, need to be tuned for each dataset. A training pro-
cess could be introduced for this purpose. Our long-term
goal is to build a framework for detecting anomalies for sev-
eral other kinds of communication networks. According to
our results, even though these networks are in different con-
texts and have different feature sets, our general concept of
anomaly detection is applicable to most of them.
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